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Highlight

The UAE's hybrid legal framework (Federal Decree-Law No. 34/2021, TDRA mandate) combats social media
misinformation through criminal and administrative enforcement, but raises concerns over cross-border reach
and freedom of expression.

Abstract

Social media has radically changed how people communicate; however, in the digital era, the risk of
disseminating misleading and potentially destructive content has increased. Since misinformation poses a threat
to civil liberties, consumer protection, and national security, governments worldwide are reviewing platforms'
accountability. The paper critically examines how the United Arab Emirates (UAE) addresses misleading content
within its regulatory framework and on platforms and assesses the platforms' responsibilities. This legal study
adopts a doctrinal approach to legal research, examining Federal Decree-Law No. 34 of 2021 on Combating
Rumors and Cyber Crimes, the mandate of the Telecommunications and Digital Government Regulatory
Authority (TDRA), and some applicable case studies concerning leading social media platforms. The results
demonstrate that the UAE employs a hybrid enforcement model comprising criminal sanctions, administrative
procedures, and public reporting. It is not only their platforms that are to blame for hosting misleading content,
but also their algorithms and slow response times to takedown requests. Although the framework is detailed and
proactive, it raises reservations regarding cross-border issues and freedom of expression. The paper concludes
with obligations that may guide efforts to elevate regulatory transparency, foster global collaboration, and
establish a content-adjudication system to achieve a balanced, productive digital government policy in the UAE.
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Introduction

Over the last 20 years, social media usage has significantly altered how people interact, communicate, and share
information. Social media technologies, such as Facebook, Instagram, X (formerly Twitter), TikTok, and YouTube,
are ubiquitous and used for interpersonal communication, political mobilization, commercial promotion, and
community discussion (El Refae et al., 2021). However, the increased popularity of such websites has also raised
concerns about the unregulated distribution of false, misleading, or dangerous information. Whether related to
elections, health misinformation, or news mismanagement, the safety hazards posed by misinformation
prompted a worldwide rethink of how it should be regulated. Governments are tasked with addressing the twin
challenges of upholding freedom of speech and mitigating the adverse effects of digital misinformation (Yas et
al., 2021). In the United Arab Emirates (UAE), social media use has increased as the country strives to achieve
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ambitious digital transformation targets. The UAE has one of the highest internet penetration rates globally, with
more than 98 percent of the population expected to have accessed social media by 2024 (Albayati et al., 2025).
The UAE has played a proactive role in shaping the digital environment, recognizing the significant impact of
digital platforms on society and governance. The government's vision, as summarized in initiatives such as the
UAE Centennial 2071 and the National Digital Wellbeing Strategy, prioritizes digital governance (Aboelazm, 2024a;
Antwi-Boateng & Al Mazrouei, 2021). In these frameworks, emphasis is placed on the safe, trustworthy, and
responsible use of online platforms (Tubishat, B.M.A.R., Alazzam, F.A.F,, Hryhoruk, P., Blikhar, M., Zhyhulin, O.,
Karvatska, N., 2024).

In response to the growing issue of misinformation, the UAE has enacted specialized laws to combat false
information in digital media and hold platforms accountable. The centerpiece of this endeavor is Federal Decree-
Law No. 34 of 2021 on Combatting Rumors and Cybercrimes, which has superseded the prior Federal Law No. 5
of 2012. Under this new law, the definition of misinformation is expanded, harsher penalties are imposed for
violations, and obligations are imposed on digital intermediaries, such as social media companies (Younies & Al-
Tawil, 2020). Furthermore, regulatory authorities have been empowered by the Telecommunications and Digital
Government Regulatory Authority (TDRA), which oversees compliance and directs platforms (Dafri et al., 2025).
In this paper, the author examines how the UAE addresses misleading materials through its legislation, with a
specific focus on the accountability of online platforms. It shall examine the relevant legislation, discuss its
implementation, explore gaps between the UAE approach and general international standards, and assess what
these gaps reveal about freedom of expression, digital content regulation, and content moderation.

Literature Review

The governance of social media networks has become an international challenge at both a legal and policy level,
following a series of rising cases of misinformation, fake news, and the algorithm-driven amplification of harmful
content. There is considerable literature among legal scholars, policymakers, and international organizations on
various models of platform accountability within the fragmented yet evolving global regulatory landscape
(Allahrakha, 2023; Aboelazm, 2022). A balanced approach to platform immunity establishes a legal framework
that mitigates the inequity of online misinformation in certain jurisdictions. However, other jurisdictions give
special preference to open expression (Alazzam, F. A. F.,, Aldrou, K. K. A. R., Berezivskyy, Z., Zaverbnyj, A., &
Borutska, Y., 2023). The Communications Decency Act in the United States contains Section 230, which provides
broad immunity to platforms that host user-generated content, thereby absolving companies such as Meta,
Google, and X of most liability for content posted by third parties. This non-interference strategy can be viewed
as a driver of innovation; however, it has also been criticized for allowing the spread of hate speech,
misinformation, and manipulation. Some legal scholars, such as Balkin (2021) and Citron (2023), argue that this
legal doctrine requires recalibration; in most cases, platforms should bear liability, particularly when their
algorithmic design contributes to the harm. Nevertheless, legislative changes to content moderation have
encountered political obstacles, and in the U.S,, it has largely been self-regulated by companies.

The European Union, by contrast, has been more interventionist. The Digital Services Act (DSA), which came into
force in 2022, establishes a comprehensive framework for platform responsibility, including a mandatory content-
moderation policy, transparency reporting, user rights to appeal moderation decisions, and algorithmic risk
assessments. The DSA plans to focus on major online platforms and apply fines of up to 6 percent of enhanced
turnover for noncompliance. European legal experts, including Kuczerawy (2022), consider the DSA a forward-
looking approach to harmonizing digital governance within member states, striking a balance between user
protection and fundamental rights (Allouzi & Yas, 2024). Additionally, the European Court of Justice (ECJ) has
begun issuing rulings on platform responsibilities, further supporting the implementation of active compliance
and procedural fairness.

Cybercrime laws in the Middle East and North Africa (MENA) region are being strengthened to counter the spread
of misleading online content. Fake news is criminalized in Saudi Arabia and Egypt under the protection of laws
that punish fake news, mainly when it negatively affects the safety of the people or a nation. However, most of
these laws are oriented toward individual users rather than platform intermediaries. The United Arab Emirates is
different in this regard. The UAE has developed a multifaceted strategy that combines criminal law, administrative
enforcement, and a strategic digital policy to regulate both content creators and digital networks (Younies & Al-
Tawil, 2020; Ibrahim et al., 2025). The central body of the UAE legal system is Federal Decree-Law No. 34 of 2021
on Combatting Rumors and Cybercrimes. This law extends criminal jurisdiction to cybercrime, including the
sharing of misleading information, the spread of rumors, and online fraud. Remarkably, itimposes a responsibility

www.actainnovations.com ¢ |SSN 2300-5599 « © 2026



http://www.actainnovations.com/

Acta Innovations ¢ 2026 ® no. 61: 747-757 ¢ 749

on digital intermediaries and social media companies to comply with authorities' notifications and remove
offensive material. The law provides that individuals and organizations that intentionally or negligently fail to
prevent the dissemination of fake news or untruthful information will be held liable (Articles 52 and 53). Scholars
such as Al-Qassemi (2023) and Alharbi (2024) view the provisions as indicative of a shiftin UAE law enforcement,
not only in its response to criminality but also in its approach to proactive digital governance.

Furthermore, the Telecommunications and Digital Government Regulatory Authority (TDRA) has provided
guidelines and operational frameworks for platforms operating in the UAE. These include up to 24-hour
takedown, cooperation with law enforcement, and access to data during investigations. TDRA's role has become
increasingly important since 2022, and itis a leading player in ensuring platform accountability. Even the scholarly
analysis of TDRA annual reports by researchers such as Yas and Albayati (2025) indicates that the overall
enforcement approach is strict. However, it also involves a focus on educational campaigns and joint regulation
with the business itself (Shakhatreh, H. J. M., Salman, A., Aldrou, K. K. A. R., Comite, U., & Alazzam, F. A. F,, 2023).
Overall, legal literature worldwide identifies three prevailing patterns: the U.S. approach to immunity, the EU
approach to accountability arrangements, and the UAE model that unites criminal law and the regulation of the
digital space. Although the insights from the U.S. and the EU are similar, those of the UAE are tailored to the
MENA region. It is transforming jurisprudence, a viable consideration in digital well-being, and its implementation
processes are vital features of an ever-evolving legal framework that aims to ensure proper accountability of social
media platforms in the digital era.

Methodology

The research method employed in this study is a doctrinal legal research approach, specifically a clear and
systematic study of statutory law, case law, legal texts, and regulatory instruments governing platform
accountability and the regulation of misleading content in the UAE (Aboelazm, 2023; Allahrakha, 2023).
Understanding how the law is constructed, interpreted, and applied within a given jurisdiction requires doctrinal
research. It enables the determination of legal principles and obligations under national law, including Federal
Decree-Law No. 34 of 2021 on Combating Rumors and Cybercrimes, as well as regulatory guidelines issued by the
Telecommunications and Digital Government Regulatory Authority (TDRA) (Dafri et al., 2025). In addition to
establishing constitutional doctrines, the study involves content analysis of publicly available government reports
posted on websites, platform-adherence claims, and applicable court rulings. It is possible to assess, in practice,
the degree of adherence to the law's provisions, the effectiveness of platforms in issuing regulatory notices, and
the regularity of enforcement in this way (Younies & Al-Tawil, 2020; Yas et al., 2025). Real-life examples involving
major platforms such as Meta, TikTok, and X are considered to provide practical, efficient applications of the UAE
legislation. Comparative legal analysis is also incorporated into the study through references to EU and US
regulatory models (Allouzi & Yas, 2024). Such a comparative perspective allows the UAE experience to be situated
within the international discourse on social media regulation. Secondary academic sources, such as law reviews,
policy papers, and TDRA publications, provide additional support for the analysis (Albayati et al., 2025). The
doctrinal and content analysis approach provides a detailed and informed overview of the regulatory framework
governing platforms' liability for misleading content in the UAE.

The Legal Framework in the UAE

The United Arab Emirates (UAE) has established a multi-tiered legal and regulatory framework governing the
digital space, including social media platforms, to manage misleading content (Al Kattan, 2024). With advances in
the country's technological and digital backbone, the legal framework has evolved to ensure that online
communication aligns with the country's values, security, and national interests (Aboelazm, 2024a). At the heart
of this legislative trajectory are Federal Decree-Law No. 34 of 2021 on Combating Rumors and Cybercrimes, as
well as the regulatory requirements of the Telecommunications and Digital Government Regulatory Authority
(TDRA), along with countrywide policies that promote good internet health and the safe use of the internet
(Younies & Al-Tawil, 2020; Albayati et al., 2025).

Table 1: Key UAE Laws Regulating Social Media Content and Platforms

Law / Regulation Year Relevant Provisions Scope of Application
Federal Decree- 2021 Criminalizes  spreading false Applies to all digital
Law No. 34 news, inciting hate, and misleading | platforms and users in the
online content UAE
Cybercrime Law 2012 Penalizes online fraud, Focused on user-
(Federal Law No. 5) (amended defamation, and disruption of public | generated and platform-
2016) order hosted content
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TDRA Content 2020 Sets standards for telecom Applies to licensed
Regulation Guidelines providers and digital platforms on | operators and
content moderation intermediaries
Media Regulatory 2021 Provides classification and Focuses on ethical,
Office Guidelines restrictions for media, including | cultural, and religious values
social media content

Federal Decree-Law No. 34 of 2021

Federal Decree-Law No. 34 of 2021 entered into force in January 2022 and repealed the more ancient Law No. 5
of 2012 on cybercrimes. The latter legislation was proposed to address the realities of the modern digital world,
specifically the increasing complexity of the circulation of online content via social media and digital platforms.
The act makes it a criminal offense to publish or circulate false, misleading, or fabricated news that harms the
nation's interests, creates panic, or damages the national image (Faleh Alazzam, F. A., Safronska, I., Rodchenko,
S., Kornieieva, T., Zaiarniuk, O., & Kushnir, Y., 2024). Notably, Articles 52 and 53 prohibit the dissemination of false
news and fake rumors that contradict official statements or misinform the public. Although Article 53 also applies
to individuals and digital service providers who assist in disseminating the incriminated content. One peculiarity
of Decree-Law No. 34 is that it imposes liability on platforms. The law acknowledges the role of digital
intermediaries, including social media platforms, websites, and hosting services, in shaping public discourse. If a
platform fails to remove a misleading publication after being warned by an authorized body acting in good faith,
it may face administrative sanctions or criminal penalties. This is against the background of previous models that
placed great emphasis on individual offenders, rather than on corporate and institutional responsibility. The law
imposes fines of up to AED 3 million; in addition, platforms may be blocked or have their licenses revoked if they
consistently fail to meet regulatory requirements.

Role of the Telecommunications and Digital Government Regulatory Authority (TDRA)

The TDRA is among the key legislations that operationalize and enforce the provisions of Decree-Law No. 34. The
TDRA, being the leading regulatory institution that performs the primary role of managing telecom and directing
the digital sphere in the UAE, should monitor any content on social media and issue takedown notices, as well as
create standards of compliance. Platforms operating within the UAE's jurisdiction must establish local moderation
teams, comply with data localization policies, and address TDRA warnings within 24-48 hours. More recently, the
TDRA issued the "Digital Content Compliance Guide" in 2022, which outlines expectations for digital service
providers. This guide focuses on transparency, user reporting methods, and collaboration with law enforcement.
Another way the TDRA keeps users informed is by providing a digital safety portal where they can anonymously
report misinformation or other violations. According to TDRA's 2023 annual report, more than 17,000 pieces of
content were reviewed for noncompliance, and nearly 83 percent of them resulted in content removal or platform
shutdown (Yas et al., 2024; Aboelazm et al., 2025). This is an affirmation of the authority's proactive approach to
curb the spread of misleading information, albeit in collaboration with digital service providers.
Table 2: Enforcement Action by TDRA (2023-2024)

Metric Value
Reported misleading content 24,560 cases
Verified cases 17,320 cases
Takedown notices issued 14,200
Average platform response time 30 hours
Repeat platform violations 17 platforms

UAE Digital Wellbeing and Centennial 2071 Strategy

In addition to the legal framework, the UAE's national development plans, including the Digital Wellbeing Strategy
and the UAE Centennial 2071, support responsibility for behavior in the digital sphere. These policies promote
effective and secure digital interaction with the population as a key pillar of sustainable socio-economic growth.
In 2019, the Digital Wellbeing Strategy was announced to educate citizens on the responsible use of technology
and to minimize digital harms, such as cyberbullying, misinformation, and digital dependency. Although it is not
legally binding, the strategic framework enhances law enforcement by promoting prevention and awareness. The
UAE Centennial 2071 strategy also emphasizes the importance of developing a secure digital infrastructure that
supports a knowledge-based economy. Developing an information-rich, future-ready society is one of its primary
goals, with the dissemination of information that is accurate, ethical, and constructive. Insufficient consideration
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of both international and local cultures, as well as the elusive cooperation of illicit actors, is evident in the
inappropriate use of technology. This demonstrates a lack of understanding of the UAE's approach to governance,
which integrates legal deterrence, regulatory control, and population informational measures (Gharaibeh, Z. I. Y.,
Alazzam, F. A. F,, Salih, A. J., & Aldrou, K. K. A. R., 2024).

Moreover, the UAE Council of Digital Wellbeing, a multi-sector council comprising stakeholders from health,
education, telecommunications, and security, collaborates with the TDRA to examine platform behavior, propose
improvements, and form partnerships with international technology companies. These initiatives are responses
to the UAE's understanding that control over misleading information should be achieved through both the rule
of law and the mild rule of governance.

Implications of the Legal Framework

The exhaustiveness of the UAE-based legal and regulatory environment ensures that both users and platforms
are accountable for their digital behavior. The expansive nature of the law allows for flexibility in responding to a
rapidly evolving threat, including deepfakes and Al-generated disinformation. The TDRA guarantees that these
laws are rigorously implemented in both technical and procedural capacities. Nevertheless, the dogmatic nature
of the framework has also attracted international critics, particularly regarding its application of freedom of
speech and its potential overapplication (Aboelazm et al., 2025). However, the UAE's legal system is a notable
example in the MENA region. Instead of outright banning social media or attempting to eradicate it immediately,
the UAE has proactively engaged with the industry by institutionalizing platform accountability as part of its
national development objectives. Because digital content is constantly changing, the primary success factor of
this framework will be its flexibility, obscurity, and further discussion with global platforms and local communities.

Platform Responsibility Under Law

Platform responsibility, as a concept in social media regulation, refers to the legal and ethical obligations placed
on digital service providers, including Meta (Facebook, Instagram), X (formerly Twitter), TikTok, and YouTube, to
prevent, identify, and remove harmful or deceptive content from their platforms. Whereas conventional
cybercrime legislation tends to emphasize end users, the UAE has expanded its jurisdiction to hold platform
operators accountable for the spread of content (lbrahim et al., 2025). This tendency is a sign of a growing
recognition of the prominent role that platforms' algorithms, recommendation systems, and user amplification
mechanisms play in the proliferation of misinformation (Tubishat, B. M. A. R., Alazzam, F. A. F., Viunyk, O., Yatsun,
V., & Horpynchenko, 0., 2024). Under Federal Decree-Law No. 34 of 2021, the law sets out the responsibilities of
platforms in several essential provisions. Article 53 also holds digital intermediaries responsible if they fail to
delete fake or deceptive material within a specified time frame after being legally notified of its existence by
competent authorities. It entails both failing to respond to takedown requests issued by the Telecommunications
and Digital Government Regulatory Authority (TDRA) and failing to comply with the authority's directives.
Moreover, in case a platform is held to be complicit (both failures to act and creating said content), it may be (in
the most serious cases) fined up to AED 3 million and face shutdown or license withdrawals in the UAE (Younies
& Al-Tawil, 2020).

Table 3: Types of Liability for Social Media Platforms in the UAE

Liability Type Description Examples Legal Basis

Direct Liability | The platform creates or curates | Paid ads published by the platform | Federal Decree-
misleading content for political manipulation Law No. 34

Secondary Failure to remove harmful | Platform delays removal of | TDRA guidelines

Liability content after notification defamatory posts

Vicarious Held accountable for wuser | Hosting extremist content without | Cybercrime Law

Liability actions through negligence adequate safeguards

Contractual Breach of terms agreed with | Misuse of promoted content | Civil Transaction

Liability advertisers or users violates UAE laws Law

Liability under UAE law is divided into two categories: direct liability and vicarious liability, the latter referring to
liability arising through a third party. Direct liability is invoked when a platform is aware that fake news is being
spread and fails to promptly address official government requests, typically within 24 to 48 hours. The first
situation occurs when the platform, its policies, and operational algorithms unintentionally facilitate the viral
spread of misleading information. This also encompasses instances in which algorithmic amplification increases
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the visibility of harmful material, even in the absence of any deliberate decision by the platform. Another
distinguishing aspect of UAE law is the concept of constructive knowledge, which means that even if the platform
did not create the misleading element or actively promote such content, it can still be held accountable if it had
sufficient reason to be aware of the infringement. This principle places an additional burden on the conduct
responsibility of social media enterprises, which must now implement active content-monitoring methods,
internal audit procedures, and regional compliance teams.

One of the most significant examples of the platform responsibility concept in the UAE occurred in 2023, when
the TDRA warned Meta Platforms about hosting a series of misleading posts regarding a public health alert. These
posts went viral on Facebook and Instagram, falsely stating that a waterborne virus had broken out in Abu Dhabi.
Local users later reported them. Investigations revealed that TDRA found that Meta had not duly taken down the
content within the required timeframe and had also not confirmed the source's genuineness. This case prompted
TDRA to issue a compliance audit order and request internal documentation of Meta's content moderation
practices in the UAE. Although Meta complied within 36 hours, it was a day past the 24-hour deadline. Although
no penalty was ultimately imposed, the case marked the UAE's willingness to hold even the most influential
international platforms accountable under its laws (Albayati et al., 2025).

A more recent example is TikTok in early 2024, when the TDRA evaluated the content house after a viral video
campaign promoting a fraudulent investment scheme went viral. The video showed a fake government approval
for a crypto investment guaranteed to deliver returns. In light of widespread reports and user concerns, TDRA
issued an order to remove it, which TikTok complied with within 18 hours. Nevertheless, the campaign had a
broad scope prior to its removal, and TDRA suspended advertisements on the platform in the UAE for 7 days and
required the platform to implement stronger content-screening policies. The case demonstrated that the
regulator was prepared to impose administrative penalties, even in the absence of direct criminal intent.

The above scenarios raise questions about the increased pressure on platforms to adopt a more proactive
approach to content moderation and implement region-specific content governance tools. The companies are
now under pressure to hire local compliance officers, develop automated filters to detect misinformation, and
maintain direct lines of communication with regulators, such as the TDRA. A shortfall in this area may lead to
image loss, reduced usability, and compromised accountability. Finally, UAE law views social media sites not
merely as a means of delivering information but as responsible members of the online environment. A
combination of statutes, administrative regulations, and evolving judicial interpretations determines their duties.
As the information environment becomes increasingly complex, platform accountability will also be integral to
the UAE's overall initiatives to promote digital safety, public confidence, and accountable communication.

Enforcement Mechanisms

The system for regulating social media in the United Arab Emirates (UAE) is characterized by a threefold
stratification: the Telecommunications and Digital Government Regulatory Authority (TDRA), judicial bodies, and
citizen engagement (Allouzi, 2024). The TDRA is central to administrative control, as it has the authority to
regulate digital platforms, issue compliance orders, and, in cooperation with law enforcement bodies and service
providers, enforce the removal of content. The TDRA, in coordination with the Cybersecurity Council and with
assistance from public prosecutors, will identify and investigate instances of misleading or dangerous digital
content and escalate them in accordance with Federal Decree-Law No. 34 of 2021.

When a suspected letter is identified, such as one that spreads false information or incitement, it typically begins
with a report, whether from automated surveillance systems or from citizens. The UAE has also simplified
reporting channels, allowing citizens to submit complaints via mobile apps, official websites (e.g., eCrime.ae), or
directly to police cyber branches. When they receive a TDRA or police request, the TDRA or police are likely to
issue takedown requests to platforms, which may impose tight deadlines, restrict platform access, orimpose legal
sanctions (Antwi-Boateng & Al Mazrouei, 2021). The courts play a key role in adjudicating against grievous
violations. Courts in the UAE have been unanimous in imposing criminal charges, specifically imprisonment and
fines, against users and, in some instances, against platform administrators found to have spread false
information. Furthermore, platforms may be held liable in such situations when they fail to respond promptly to
official requests. The significant crackdowns, including bans on several user accounts and the temporary
suspension of the platform, demonstrate the government's commitment to maintaining digital well-being.

More recently, the proactive enforcement process has also involved TDRA collaborating with large social media
platforms to achieve faster response times and with local compliance units. All of these are part of a broader
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project to implement ethical standards for content while remaining consistent with national security, moral
systems, and cultural values. The UAE's implementation strategy has been criticized for over-enforcement and
censorship; nevertheless, the presented model offers the advantage of a coercive, centralized mechanism to
prevent the spread of digital misinformation and enforce legal obligations on platforms operating within it.

Challenges and Critiques

Although the United Arab Emirates (UAE) has taken an additional step to address misleading information and
platform accountability by ensuring a robust legal framework, several challenges and criticisms have emerged.
These objections stem from legal ambiguity, ethical concerns, cross-border jurisdictional complexities, and the
delicate balance between freedom of expression and content control (Allahrakha, 2023). Although the country
adopts an approach to digital safety and social order, critics argue that certain aspects of the system can restrict
individual freedom or suppress free discussion.

Table 4: Key Legal and Ethical Challenges in the UAE’s Social Media Regulation

Challenge Description Implication
Free Speech vs. State | Ambiguity in what constitutes “false” content | Risk of over-censorship and self-
Control may suppress legitimate dissent censorship
Extraterritorial The UAE cannot always compel global | Limits on enforcement against
Enforcement platforms to comply multinational tech firms
Transparency of | Lack of public data on content removals and | Reduces public trust in regulatory
Takedowns legal actions fairness
Due Process for Users | Users may face arrest without prior warningor | Human rights and civil liberties

an appeal mechanism concerns

Among the key allegations are the legal and procedural uncertainties arising from the broad, overly general
definitions in the UAE Cybercrime Law and the Federal Decree-Law No. 34 of 2021 on Combating Rumors and
Cybercrimes. Words like 'misleading,' 'damage,' or 'threat to national security' may have a subjective meaning
and, therefore, may be assessed arbitrarily or inconsistently. International monitors and academics have
emphasized the need for greater clarity and specificity in written law to prevent legal abuse and unintended
application beyond the scope of regulation. There is also a lack of clear distinction between actual misinformation
and justified disagreement, which further reinforces the view that these laws can be used to suppress political
speech or journalistic investigations. It presents another notable crack in international enforcement, particularly
on global platforms such as Facebook, X (formerly Twitter), YouTube, and TikTok. These companies are typically
governed by the laws of the countries in which they initially operate, such asthe United States or European Union
member states, where freedom of speech and user privacy are highly valued. Consequently, jurisdiction may
create cross-border tensions, as the UAE may seek to remove the content or hide the data due to conflicts with
the platform's internal policies or its home country's domestic law. Additionally, voluntary, cooperation-based
enforcement mechanisms are unlikely to yield timely outcomes when the UAE's threshold for misinformation
does not align with those of other countries.

On moral grounds, the strict policing of digital speech in the UAE has sparked controversy over the balance
between censorship and the prohibition of people expressing their views. While a majority of the citizenry
approves of the government's emphasis on national unity, ethical values, and public safety, others are concerned
about the reduction of critical discussion, satire, and individual participation in cyberspace. These concerns are
exacerbated by the absence of an independent media watchdog or appeals body to address content removal.
Digital rights groups have demanded a more transparent content moderation system and the establishment of
an independent body to hear appeals and complaints.

There has been a debate over whether free speech and state authority can coexist. In contrast to Western liberal
democracies, where there is broad freedom of speech, except when violence is threatened or the speech contains
hate speech, the UAE is guided by a preventive, value-oriented policy (Yas et al., 2022; Allouzi & Yas, 2024).
Although this model enhances societal unity and discourages upheavals, it tends to marginalize minority voices
or counterviews. As the digital environment continues to evolve, the UAE faces the challenge of aligning its laws
and values with international human rights standards without compromising national interests. To sum up, the
UAE has a well-developed framework of social media laws that provides a solid basis for accountability and
content governance; however, current reforms should address legal ambiguities, ethical issues, and international
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tensions. A more transparent, balanced, and rights-sensitive enforcement policy can enhance its legitimacy and
increase trust among citizens and the international community.

Reforms and Recommendations

To enhance accountability without compromising digital rights, several reforms and policy innovations can be
proposed to improve the UAE's approach to social media regulation. These suggestions will address existing gaps,
minimize confusion in the application, and align domestic activities with international precedent, thereby
promoting trust among the population, enhancing understanding of the implementation, and facilitating
coordination between the platforms. A key suggestion is the establishment of content courts or digital tribunals.
These courts would serve as arbitral bodies for conflicts involving online content, claims of misinformation,
platform liability, and user complaints (Aboelazm, 2025). Such courts would have the opportunity to make
consistent, contextually sound decisions by involving legal professionals specializing in digital and media law. A
content court would also provide United States users and platforms with an opportunity to appeal takedown
orders, helping defuse the impression of arbitrary application and addressing procedural unfairness.

The second remedy is to make it legally required that platforms be transparent by requiring disclosures.
Companies operating social media platforms in the UAE should be required to issue periodic transparency reports
detailing the volume and types of content blocked, the rationale for blocking procedures, and the timeframe for
responding to government orders. Such reports would not only encourage a culture of accountability but also
enable regulators and the public to determine whether takedowns are just, proportionate, and in the national
interest. A standard reporting structure could be implemented in the UAE to facilitate comparative analysis of
platforms and enhance public awareness of digital governance.

More to the point, bilateral or multilateral data-sharing agreements between the UAE and the country receiving
the platform (e.g., the United States or Ireland) would facilitate cross-border collaboration. These agreements
would enable the police to retrieve personal information more expeditiously during criminal investigations,
regulate the scope of acceptable content-related infractions, and establish cumulative practices to address
transnational disinformation campaigns. Regulation of such relations will help the UAE avoid tensions with
international platforms and enhance the effectiveness and speed of law enforcement in cyberspace (lbrahim et
al., 2025). In addition, implementing digital literacy and awareness programs will enable users to evaluate online
information and sources more critically. Lawful consumption of social media can benefit the state, thereby
underscoring the need for the state to reduce regulatory burdens and foster a more self-critical digital citizenry
(Yas et al., 2024). The campaigns are to be divided by age and language communities to ensure inclusivity and
reach as many people as possible. Overall, the adoption of content courts, advocacy for transparency
requirements, the formulation of international data agreements, and increased public education would
significantly improve the current regulatory landscape. The reforms strike the right balance between state control
and civil liberties, making the UAE a trendsetter in sensible governance in the digital world.

Implications for Stakeholders

The emerging measures in the UAE regarding social media accountability have profound implications for all major
players, including users, platforms, and the government. Every party must adapt to evolving responsibilities,
rights, and expectations as the nation strives to secure a more robust and advanced digital environment that also
enables innovation and the expression of freedom. For users, the framework can help ensure safety against
falsified content and cyber threats, thereby strengthening their right to the truth and digital security. What comes
with increased regulation, however, is an added element of caution in user behavior, as citizens must be more
mindful of the legality of their actions and the effects of their online posts. This increase in surveillance and the
threat of legal responsibility for spreading misinformation might restrict freedom of speech. If users are not
informed of which actions are defined by vague notions, they will violate the law. This ambiguity may lead to self-
censorship, particularly among political or other active users. In the context of social media platforms, the legal
requirements stipulated in UAE law will necessitate a transition to proactive content moderation, faster response
times to government takedown orders, and adherence to national values. The scale is that platforms might have
difficulty aligning international content policies with national law. Accountability for user-generated content may
pose considerable financial and technical challenges, particularly for smaller or emerging platforms entering the
UAE market. There are, however, advantages to uniform laws: on the one hand, adherence to the law is more
certain; on the other, transparency and collaboration enable the demonstration of social responsibility. From the
government's perspective, the regulatory framework enhances its dominance over digital discourse and its
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capacity to safeguard national security, public morale, and social harmony. Nonetheless, it also requires
continuous investments in enforcement infrastructure, legal refinement, and alignment with global digital norms.
Regulatory ambition, on the one hand, and rights-based approaches, on the other, must be balanced to prevent
reputational risks and foster trust between domestic and international digital stakeholders.

Conclusion

The most significant opportunity arising from the increasing omnipresence of social media in our lives is an
unparalleled potential for communication, information sharing, and innovation. However, it has also revealed
these societies to a range of threats, including misinformation, opinion distortion, and risks to digital safety. To
address this challenge, the United Arab Emirates has established a robust legal framework to hold social media
platforms accountable, particularly for the dissemination of misinformation and the malicious use of digital
spaces. In this paper, the UAE law governing these issues, along with regulatory tools, enforcement, and judicial
supervision, is discussed. Although the UAE has made considerable progress in establishing platform
responsibilities and instituting the state's ability to enforce them through authorities such as the
Telecommunications and Digital Government Regulatory Authority (TDRA), obstacles remain. These include the
principles of good governance and freedom of speech, the adjustment of national laws to those established at
the global level, and the principles of equality and reasonable application. The results indicate that, despite the
model's success, the UAE has chosen to respond promptly to digital threats and to establish clear expectations
for platforms; further improvement is required. Bringing changes such as content-specific courts, international
data transparency guidelines, and more precise definitions of platform liability would further enhance fairness
and efficiency. When the process is complete, the UAE's practice can provide an experience that other
jurisdictions can learn from in similar digital cases. The nationwide policy demonstrates that proactive regulation
is a valuable approach, but also highlights the risk of excessive regulation. Finding the golden mean between
regulation, innovation, and user rights will become increasingly important as the debate about the accountability
of digital platforms continues to evolve globally.
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